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There is a police-led, not for profit Cyber 
Resilience Centre in every region in England 
and Wales (outside of London which is planned 
for later in 2021) to help businesses better 
protect themselves against cyber threats.

Each CRC offers flexible membership packages 
to suit the needs of all businesses with the 
Core Membership being free of charge.

Visit your local centre’s website to discover the 
full range of available cyber security services.

Why should 
BUSINESSES SIGN UP?
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BOOST your  
CYBER RESILIENCE 
The CRC’s work with students from the 
top universities nurturing the brightest 
and best cyber talent to develop a 
student talent pipeline. The students 
are mentored and supported to engage 
with business to deliver affordable 
cyber security services from Security 
Awareness Training to Vulnerability 
Assessments. 

The objectives are to build this talent 
pipeline and direct this back into policing 
for the benefit of law enforcement and 
business so the students will be career 
ready with strong cyber security skillsets  
in business and policing.

An easily digestible welcome pack to 
help you understand how the CRC can 
work with your business to develop its 
resilience to cyber-attacks.

A monthly newsletter full of tips and tricks 
to help you navigate cyber security basics.

Access to regular downloadable resources 
and guidance from law enforcement, 
the National Cyber Security Centre and 
other partners.

We provide a range of services delivered 
by top talent from local universities, 
including security awareness training 
for employees. 

Exclusive access to a network of Trusted 
Partners who can help you complete the 
Government-backed Cyber Essentials 
programme – designed to protect 
businesses from up to 80% of the most 
common cyber-attacks.
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As a CRC member, you will also receive:

Improving   
  Cyber Resilience    
            together



The Cyber Resilience Centre Network

Just a short note to say a massive 
thank you following a great training 

session to our staff this week. I have to 
say, mostly they find IT deadly boring and 
probably groaned when they saw my email 
to book into the training session! However, 
we got some really positive feedback and 
they all stayed engaged right to the end. 

I definitely think they all went away feeling 
much more in control and better placed 
to identify security risks, for the work and 
their personal IT security at home – which 
is really important now that more of them 
are working remotely too.

— Feedback from Security Awareness Training, 
delivered to a charity in the South East

“

CYBER CENTRES  
across THE COUNTRY

The Business Resilience 
Centre for the North East
www.nebrcentre.co.uk

The Cyber Resilience Centre 
for the North West 
www.nwcrc.co.uk

The Cyber Resilience Centre 
for the South East
www.secrc.co.uk

The Cyber Resilience Centre 
for the East Midlands
www.emcrc.co.uk

The Cyber Resilience Centre 
for the West Midlands
www.wmcrc.co.uk

The Eastern Cyber  
Resilience Centre
www.ecrcentre.co.uk

The Cyber Resilience Centre 
for the South West
www.swcrc.co.uk

The Cyber Resilience Centre 
for Wales
www.wcrcentre.co.uk



        Helping your business   
monitor and report the 
malicious activity you face 
from the internet

POLICE
CYBERALARM

Police CyberAlarm is a free tool to help your 
business understand and monitor malicious 
cyber activity. 

Police CyberAlarm acts as a “CCTV camera” 
monitoring the traffic seen by your businesses’ 
connection to the internet. It will detect and 
provide regular reports of suspected malicious 
activity, enabling your business to minimise 
your vulnerabilities.

What is POLICE CYBERALARM?

Where DO I SIGN UP? 
If you would like to become part of 
Police CyberAlarm or find out more 
about receiving regular security updates 
and reports to help you gain a better 
understanding of current threats, 
register on our website:
cyberalarm.police.uk/#join

DOES IT COLLECT any DATA?
The system only collects the data you agree 
to provide, and does not include any content 
of the traffic. The system is designed to 
protect personal data, trade secrets and 
intellectual property.

Once you become a Police CyberAlarm 
member you install a ‘CyberAlarm Virtual 
Server’ on your system which will be 
used to collect and process traffic logs 
identifying suspicious activity from your 
firewall/internet gateway. 

Police CyberAlarm is a monitoring system 
and does not interfere with normal 
network operations. It is a small virtual 
appliance outside the network and does 
not delay the traffic through the gateway 
and is installed with just one-click.



Police CyberAlarm

The report we receive from 
the Police CyberAlarm has 

been invaluable, not only are we able 
to block IP’s attempting malicious 
attacks, it also helps inform our 
Board of Directors of the scale of the 
problem in a non-technical way. 
This ensures that resources within 
the business can be directed 
proportionately and appropriately.

— Nicola Petts, Group IT, IG,  
     Vendor Manager at Christchurch Group

“

REGULAR REPORTING
Detailing potentially malicious/attack 
activity discovered on your firewall/
internet gateway. You can use these 
reports for further investigation and 
to better protect your business.

IDENTIFY YOUR BUSINESS 
VULNERABILITIES
Scan your businesses website and 
external IP addresses for known 
vulnerabilities. These regular reports 
can help you protect your business 
from known suspicious activity.

BUSINESS INFORMATION AND 
INTELLIGENCE
Data is used to provide details on 
the latest threats discovered, giving 
your business the ability to update 
security measures.

HELPING THE POLICE HELP YOU
Data is also used by the police 
to identify current threats, take 
enforcement action against the cyber 
criminals and help your business 
prepare and better protect itself.



Supporting businesses in 
the square mile to protect 
themselves from cyber crime

Cyber Griffin is a City of London Police 
initiative that supports businesses and 
individuals with a footprint in the Square Mile 
to protect themselves from cyber crime.

Our 4 core services are free of charge and 
provide non-technical, independent advice 
that focuses on the human element of security. 
They are designed to be accessible to everyone, 
whether they have very little knowledge of 
cyber crime, or are individuals who hold IT 
security and risk management roles.

Cyber Griffin services are regularly updated 
using industry cyber security threat reports as 
well as information from the National Cyber 
Security Centre (NCSC), Action Fraud and 
Police databases to ensure our services are up 
to date.

All Cyber Griffin officers are NCSC 
certified trainers and as part of the 
City of London Police, the national 
policing lead for Economic Crime, we are 
uniquely placed to meet your training 
requirements.

You can utilise our specialist knowledge 
and expertise to support your cyber 
security programme.

Our trusted and neutral position 
ensures that our input is solely focused 
on reducing the likelihood and the 
impact of cyber attacks in order to 
protect your business.

Protect your business from the threat 
of cyber crime today:

 � Book one of our cyber security 
training services 

 � Find out more about tailoring our 
training to your needs 

 � Invite Cyber Griffin to speak at 
your event

What is CYBER GRIFFIN? Why choose US?

Tailored to ASSIST YOU
We are an independent, vendor agnostic 
service, with direct access to police and 
Action Fraud databases. Our intelligence-led 
services are continually updated to reflect 
the most relevant and prevalent threats to 
your business.

Whether you are a small medium enterprise, 
or a large corporation, we have a range of 
services tailored to assist you.



Cyber Griffin

About 80% of the cyber 
crime reported in the City 

of London is from businesses, so it’s 
important that we work together 
to ensure there are fewer victims of 
cyber crime offences in the future. 
Cyber Griffin is about making sure 
people at all levels of an organisation 
have access to the best advice in 
order to protect themselves, and the 
business they work for.

— Ian Dyson,  
     City of London Police Commissioner

“

BASELINE BRIEFING
Whether you have only just begun 
your security culture journey, or 
whether your security culture is 
mature and well-established, our 
baseline briefing is the perfect way 
to introduce your staff to the threats 
and prevention tactics that will help 
to secure your organisation against 
cyber attacks.

TABLE TOP EXERCISE
Our award-winning Table Top Exercise 
tests people’s response to a range 
of cyber attacks as well as physical 
security threats and is the ideal way 
to highlight how security decisions 
can impact your business.

INCIDENT RESPONSE TRAINING
Our officers give first-hand insight 
into the tried and tested incident 
response models and methods used 
today by UK Policing. Whether you 
have an existing incident response plan, 
or are in the process of developing 
one, this session will help you plan and 
prepare effectively for when it is needed.

CYBER CAPABILITY ASSESSMENT
Utilising the Cyber Defence Capability 
Assessment Tool (CDCAT®) tool 
originally developed by the Ministry 
of Defence’s Defence Science and 
Technology Laboratory, we are able 
to assess your organisation’s current 
cyber defences and controls and 
highlight any vulnerabilities.

cybergriffin.police.ukmouse-alt

envelope cyber.griffin@cityoflondonpolice.uk




