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NBCC Information Sharing to Tackle Retail Crime

Data Protection Guide for Information Management Teams

Introduction

This document is intended to support the NPCC Business Crime Centre (NBCC) Guidance for
Information Sharing to Tackle Retail Crime, by providing more detail around the data protection
considerations for force information management teams. It has been developed collaboratively
by the NPCC Retail Crime and NPCC Data Sharing Portfolios, in line with ICO advice and

quidance.

Tackling retail crime continues to be a key governmental priority. The sharing of police data is
critical to protecting shop workers, and detecting crime against businesses.

The main aim of this new national approach to sharing data with retailers is to enable this
essential sharing whilst replacing the need for multiple DSAs between each force and each
retailer. Use of the national guidance should encourage more consistency across forces and
improve recording of local disclosure rationale on a case by case basis.

The guidance includes bespoke sharing forms that should be used in place of the standard

DP1 forms when sharing/disclosing with retailers. These new forms have been designed to
provide more assurance to information management teams on the necessity and proportionality
of each disclosure.

To help navigate our considerations, they have been mapped to the core data protection
principles below.

DP Principle 1 — Fair, Lawful and Transparent

e Justify 'Authorised by Law' step down from Part 3 to Part 2 DPA
e Disclose under Schedule 2(1)2 for prevention/detection of crime
Disclosure assessed as or apprehension/prosecution of offenders

necessary, proportionate o 5 o q .
s dbesslilial « Retailer identifies their own UK GDPR Lawful Basis

Part 3 LEP purpose

e Justify 'Authorised by Law' step down from Part 3 to Part 2 DPA
¢ Police Force identifies UK GDPR Lawful Basis for disclosure

_ e Disclose under Schedule 2(1)2 for prevention/detection of crime
Disclosure assessed as a .
RS or apprehension/prosecution of offenders

CERIEER O o Retailer identifies their own UK GDPR Lawful Basis
Part 2 policing purpose
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Lawful — Police

As any disclosure should be connected to a reported retail crime, policing’s original reason for
processing this data is most likely to be for a law enforcement purpose, as defined in Part 3 s31
of the Data Protection Act 2018 (DPA).

The three main purposes for disclosing to retailers on the new bespoke forms are:

e The prevention or detection of crime
e The prosecution or investigation of offenders
e The execution of civil orders or criminal penalties

In the majority the above purposes will be under Law Enforcement Processing, but as retailers
are not competent authorities under Part 3 DPA and only process under UK GDPR, policing will
need to navigate the ‘authorised by law’ stepdown before disclosure to the retailers for a non-
Law Enforcement purpose.

Under Part 3 s36(4) of the DPA, personal data collected for a law enforcement purpose may
not be processed for a non-law enforcement purpose unless authorised by law. This means
authorised by either statute, common law or royal prerogative, or by any other rule of law. A
legal basis must be identified that provides a sufficiently clear, precise and foreseeable lawful
justification for the step down from Part 3 DPA into Part 2 DPA/UK GDPR.

There is no explicit legal gateway for sharing with retailers. However, we can rely on our
common law core policing purposes as the implied legal gateway to meet the ‘authorised by
law’ step down when sharing data to tackle retail crime. The public have an expectation that
policing would share data for the below policing purposes:

e Preventing and detecting crime — proactive measures like patrols and intelligence
gathering, as well as investigating retail crimes that have already occurred

e Apprehending and prosecuting offenders — arresting individuals suspected of
committing retail crimes and ensuring they are brought before the courts

e Protecting life and property — responding to emergencies, ensuring public safety, and
safeguarding retail property from harm

e Preserving order — maintaining public order, managing large gatherings, and preventing
disruptions to daily life.

Once the ‘authorised by law’ stepdown has been justified, policing can disclose under the
Schedule 2(1)2 DPA exemption — for the prevention/detection of crime and/or the
apprehension/prosecution of offenders. This exemption provides some protection for the police
data once disclosed as exempt from some provisions under Articles 5, 13, 14 and 15 relating to
data subject rights.

Where the data will be disclosed for a policing purpose not related to crime (e.g. for a civil
order), the police should identify their lawful basis under UK GDPR before sharing with
retailers, which is likely to be:
e Atrticle 6(1)e of the UK GDPR — processing is necessary for a task in the public interest
(e.g. it meets one or more policing purpose above), or
¢ Atrticle 6(1)c of the UK GDPR — processing is necessary for a legal obligation (e.g. a
court order has been issued)
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Where the higher strictly necessary threshold has been evidenced for special category and/or
criminal offence data to be shared with a retailer (e.g. image/biometrics or race/ethnicity
descriptors), the below Lawful Basis could be used:

o Atrticle 9(2)g of the UK GDPR - processing is necessary for reasons of substantial
public interest
o Schedule 1(6) of the DPA — necessary for statutory and govt. purposes
o Schedule 1(10) of the DPA — necessary for the prevention or detection of
unlawful activities
Schedule 1(14) of the DPA — necessary to prevent fraud
Schedule 1(36) of the DPA — extension of Schedule 1 part 2 for criminal data

NOTE: There is an extra safeguard on the disclosure forms for disclosure of data relating to
potentially vulnerable people or children. An additional counter signature is required from a
police supervisory rank where the disclosure of this type of data is considered to further justify
the necessity and proportionality.

Lawful — Retailers

The retailers’ lawful basis for processing police data is likely to be:

e Article 6(1)f of the UK GDPR — processing is necessary for the legitimate interests of
the controller or by a third party.

A wide range of interests may be ‘legitimate interests’, and the interest can come from a third
party and not be a direct interest for the organisation sharing the data. Fraud prevention and
indicating possible criminal acts or threats to public security are both considered to be
legitimate interests (this consideration is documented within the recitals attached to the UK
GDPR) so in this case it is the police’s interest as a third party.

Justifying the use of the legitimate interests’ condition means balancing the interests of the
retailer(s) against the interests, rights and freedoms of individuals. The legitimate interests of
the public in general can play a part, and if the processing has a wider public interest for
society, then this may add weight to the retailer’s interests when balancing these against the
interests of the individual. For example, a reduction in crime benefits society.

It is reasonably expected by both perpetrators and the general public that retailers and police
will share data for the prevention and detection of retail crime. Relevant legitimate interests
that retailers rely upon could include:
e Preventing, investigating and detecting crime, fraud or anti-social behaviour and
prosecuting offenders
e Protecting their employees and customers by taking appropriate legal action against
third parties who have committed criminal acts, infringed on the retailers’ rights or failed
to comply with legal duties owed to the retailer.

Quote from the Boots privacy notice — “Our legitimate business interests don’t automatically
override your interests — we won't use your Personal Data for activities where our interests are
overridden by the impact on you, unless we have your consent or are otherwise required or
permitted to by law”.
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In order to process special category and/or criminal offence data, retailers will likely rely on:

e Atrticle 9(2)g of the UK GDPR — processing is necessary for reasons of substantial
public interest
o Schedule 10 of the UK GDPR — necessary for the prevention or detection of
unlawful activities
o Schedule 14 of the UK GDPR — necessary to prevent fraud

Legitimate interests is not an available condition in Article 9, but if the retailer is using legitimate
interests under Article 6 to share the personal data, they are most likely going to use the Article
9 condition of ‘substantial public interest’ where they are sharing special category personal data
with the police for crime prevention and wellbeing purposes. The justification for this is that it is
substantially in the public interest for these types of neighbourhood and business networks to
help the police to meet their obligations for crime prevention and wellbeing of an area.

If useful the ICO have also issued guidance on Sharing personal data with law enforcement
authorities | ICO.

Fair & Transparent

As controllers, retailers have a statutory obligation to inform their customers of how their data is
processed. This is covered in their standard online privacy notices, as well as additional
signage in store — particularly the use of CCTV to prevent and detect crime.

Police derive their authority from public support and cooperation. The common law policing
purposes are firmly based on the public’s expectation of lawful and fair police activity.
Therefore, before any disclosure of data to a retailer takes place, the clear link to a necessary
policing purpose must be justified on the request form.

Those committing retail crime are very aware that they are breaking the law, which is likely to
lead to police involvement. Police as a public authority can interfere with an individual’s human
rights where lawful, necessary, and proportionate. It’s in the wider public interest that data is
shared to tackle retail crime, including intimidation of staff and anti-social behaviour in store, as
this helps to maintain a safer retail environment for everyone.

Individuals have a right to privacy, even in a public space, so sharing must be evidence-based
and linked to a reported crime. It is unlikely to be justifiable to share data where guilt is purely
an assumption. Sharing data may mean that an individual is arrested, or barred from certain
shops or locations, causing social and economic deprivation.

On balance, where there is a legitimate link to the prevention or detection of crime, sharing
necessary data can be considered proportionate and acceptable. The rights of the individual to
have their data protected (not shared in this case) are outweighed by the allegation of crime
against them and the harm the individual causes to society.

DP Principle 2 — Purpose Limitation

Justification for sharing should be recorded on the new retailer forms, which are intended to
build upon, and replace, the standard DP1 sharing process for sharing with retailers to include
the necessity and proportionality of each disclosure on a case by case basis.
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Although the sharing is carried out controller to controller, the ICO recommended including
standard handling conditions to the form that provide additional limitations on use by the
retailer. These ‘prohibitions’ include:

o Data must only be retained for as long as necessary to fulfil the purpose, then deleted
e |t must be kept secure, treated as confidential, and securely disposed of

e It must only be shared on a ‘need to know’ basis

e Custody images are not to be used for biometric purposes (facial matching)

e Custody images are not to be displayed in public or staff areas

If there are concerns around the retailer’s use of the data (e.g. facial recognition technology
within their store), this can be reflected on the disclosure form as the justification for not
sharing. This new national process does not mandate any sharing activity, nor override policy
or local decision-making by individual forces.

DP Principle 3 — Data Minimisation

The guidance is very clear that data should only be shared where a crime has been reported to
police, and the retailer must provide the crime reference number. This process is not to be
used by retailers as a phishing exercise. If this is suspected, data should not be disclosed.

Where a force has previous experience with a retailer (e.g. poor previous behaviour or
professionalism), this may influence the decision to share data with them. It is important to
evidence this rationale for non-disclosure on the disclosure form.

Part of the data minimisation principle is that data should be sufficient to fulfil the purpose for
processing. It is important to ensure that the data disclosed is adequate enough to ensure
informed decision-making and not minimised to a point of making the disclosure worthless.

Examples from guidance highlight the types of scenarios that could justify sharing of data. The
ICO has also published guidance “how data protection law can help retailers tackle shoplifting”
with examples of when it could be appropriate to share:

Likely to be appropriate

e Sharing suspect details with police - You can share criminal offence data with the police
or other relevant law authorities to prevent, detect or investigate crime. The information
you give them could bring a criminal to justice and is likely to be necessary and
proportionate. Our website has more details on what is classed as criminal offence data.

e Sharing information with a manager of another store in your shopping centre - This is
likely to be appropriate as they are in the local area and may have experienced similar
instances. They may be able to share further information or help you prevent
reoccurrences.

e Sharing information with the security guards of your shopping centre - This is likely to be
appropriate as they may come across the individual as part of their professional role.
Forewarning will be useful to achieve your purpose of preventing and detecting crime.
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May not be appropriate

e Putting images in a staff room — Showing images of suspected shoplifters should be
limited to what is needed and only to necessary individuals such as retail and security
staff via secure channels. This limits the audience to what is necessary and
proportionate. Putting them up in a staff room for all to see is less likely to be
appropriate.

e Local businesses sharing images between one another via a messaging platform - If
neighbouring retailers want to share images between one another, they should consider
putting an agreement in place where they all agree to use only secure work devices and
activate auto delete settings. Without this, images could end up in personal phones and
uploaded to personal cloud backups.

¢ Publishing the information on a social media group open to any members of the public
from the local area - You must only share personal information in a way that’s
proportionate and necessary to achieve your purpose. Sharing personal information so
widely is likely to be excessive.

e Putting images in the local area, such as shop windows and lampposts - You must only
share personal information in a way that’s proportionate and necessary to achieve your
purpose. Sharing images in this way gives access to those who don’t have the
appropriate authority to see them or take any action.

Sharing Images

The ICO advised that a custody image could be shared if there is a clear policing purpose that
cannot be met without sharing the image (e.g. when an individual is issued a banning notice,
retailers need to be sure that their staff can recognise that person — a description can be too
generic so on its own is not sufficient to meet the purpose). The NPCC Retail Crime Portfolio
have said the lack of an image can often greatly undermine what they want to do.

The ICO’s recommendation was to ensure that the disclosure forms include a higher threshold
of justification for sharing images due to the potential for them identifying a person's
race/ethnicity/sexuality etc.. Although on their own an image is not considered biometric data,
policing needs to be mindful that if the retailer uses them to biometrically to identify individuals
(e.g. using facial recognition/matching technology) the image must be considered special
category personal data so any disclosure of an image needs to meet the higher threshold of
strictly necessary.

Sharing images of ‘unconvicted vs convicted’ individuals raises similar considerations. The
ICO advised that whether the custody image attaches to a person with a conviction or ‘just’ a
person with a custody record, should not be a blocker. It's probably easier to reconcile the
sharing of an image when the offender is a proven felon, but actually that’s not a decisive
factor. Itis more important that the strict necessity test is there to meet the higher threshold of
justification for sharing.

It should be acknowledged that if it is local force policy not to share any custody images, this
can be reflected on the disclosure form as the justification for not sharing. This new national
process does not mandate any sharing activity, nor override policy or local decision-making by
individual forces.
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DP Principle 4 — Accuracy

It is the individual force’s responsibility to ensure the data is accurate before sharing with the
retailer. This risk is slightly mitigated in that the request must be linked to a reported crime, and
the request form should be uploaded to the crime file as an audit trail of what was disclosed, or
not.

If it is discovered that inaccurate data was shared with a retailer, it is essential that the
responsible police force informs the retailer without undue delay to prevent any impact to the
rights and freedoms of the individual that could be caused by the inaccuracy.

DP Principle 5 — Storage Limitation

This data sharing activity is carried out under controller to controller arrangements. The retailer
has statutory obligations as a controller to comply with data protection law.

As previously mentioned, handling conditions have also been added to the request forms to
reiterate that any police data must be retained only as long as is necessary to fulfil the purpose.
It must be kept secure, treated as confidential, and securely disposed of.

DP Principle 6 — Security

This guidance is intended to be agnostic of the method of sharing data with the retailer.
Consideration should be given to ensure the most secure method for sharing is used.

e Emails should be sent to named individuals, rather than group mailboxes, to maintain
control of who is receiving the data

e Corporate type emails should be used (e.g. @boots.co.uk), avoiding generic
Hotmail/Gmail accounts, where possible. Some small businesses may have no other
option so this should not be a complete barrier to sharing — just consider any additional
security implications

e Data should not to be shared via unofficial means (e.g. Social media / WhatsApp groups
etc.).

Some retailers have their own crime management platforms (e.g. ShopSafe / Auror). Platforms
are often used by several large retailers, which gives them the benefit of data being shared by
the platform between retailers to help identify who is committing crime against multiple retailers.
This wider sharing is an additional risk for policing as makes any disclosure open to more than
just the intended recipient.

Some of the platforms use facial recognition and/or Al tools to match images to match
individuals with crimes across several businesses. It is unclear how privacy impact, bias and
discrimination have been considered within this biometric processing. This raises another
concern for policing as our sector has been criticised, and continues to be under significant
scrutiny from interest groups for our use of FRT. In order to mitigate the risks above of wider
sharing across retailers and use of facial matching technology, the national steer is to disclose
direct to the retailer (not via their platform). Where direct disclosures are carried out with the

Page 7 of 8



retailer, the bespoke disclosure forms also stipulate the prohibition on the biometric use of
police images.

Business Crime Reduction Partnerships (BRCPs) and the National Business Crime Solution
(NBCS) carry out some analysis in the centre and work in partnership with retailers. This
means they are controllers in their own right, rather than processors. The NPCC has made it
clear that police images cannot be used by them for facial matching.

DP Principle 7 — Accountability

This new national process does not mandate any sharing activity, nor override policy or local
decision-making by individual forces. Each police force is an autonomous controller in their own
right with responsibility for their own data sharing disclosures.

The aim of the new guidance is to encourage consistency across forces when disclosing to our
retail partners, and to improve the way we record our disclosure decisions on a case by case
basis.

It is recommended that police officers record and link the new forms on their local crime
management system to the relevant crime as an audit trail. This not only helps meet or logging
requirements under s62 of the DPA, but also ensures that the disclosure rationale is all held in
one place. Decent record keeping helps demonstrate our compliance with the accountability
principle.

Sharing by police to retailers is on a controller to controller basis. Where the retailers use a
crime management platform, the platform is the retailer’s processor.

In some areas the data is shared by police with consortiums like BCRPs who are controllers
working with, and on behalf of, a number of retailers. Another example is the NBCS who are
also a controller as they do work on the data and gather intelligence in the centre.

The new guidance has been designed so it can be used whether sharing direct with the retailer,
with a BCRP working in partnership with the retailers, or the NBCS.

Review

It is requested that forces consider piloting and testing this new national process to either
replace or work alongside existing local processes, as appropriate. A quick review will be
scheduled (within the next 3-6 months) to capture any feedback on how it has worked locally,
any barriers or sticking points, and any recommendations for change. If you would like to feed
in any comments to the review, please send them to .....

The NPCC Retail Crime & NPCC Data Sharing Portfolios will coordinate the feedback and
facilitate any necessary amendments to the process.

The new Information Sharing to Tackle Retail Crime guidance and supporting forms will be
publically accessible and available via the NPCC Business Crime Centre website.
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