
Police Guidance For 
Information Sharing 
To Tackle Retail Crime

NATIONAL BUSINESS

Reducing crime through partnership and prevention

CRIME CENTRE

To tackle retail crime, retailers and other 
groups such as private security companies 
and business crime reduction partnerships 
(BCRPs) will seek information from the  
police, or policing may need to proactively 
share information with them.  

The sharing of data supports the retailers in 
preventing crime through activities such as 
the identification of offenders, linking crime 
series, preparation of evidence packs, and 
issuing banning notices.       

Information Sharing Guidance

1.

2.

Information can be shared without the need for a data sharing agreement where there is a 
Policing Purpose; the following provide examples of this:

The following information can be shared and disclosed as part of the data sharing:

To prevent or detect crime by raising awareness 
of an individual’s offending against a retailer.

The subject’s name, DOB or age.

For intelligence purposes that allow offences 
to be identified, linked and evidence gathered 
to support an investigation or prosecution.

When initiating a warning 
procedure, obtain or serve a 
banning notice, issuing of a 
banning notice or if a civil order 
has been made designed to 
prevent the person committing 
further offences.

A police custody photograph (where justified 
and in compliance with force policy, if available).

Where a photo is not shared or available, a 
description of the suspect’s appearance may be 
disclosed, which may include ethnicity, gender, 
height and any distinguishing features.

Residential address (if a banning 
notice is being issued).

In all cases there must be a 
relevant police recorded incident.

Relevant details relating to the 
offence (not excessive and limited 
to what is necessary).
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See appendices  
for relevant forms.

Sharing data directly onto 
an external database is not 
recommended unless there 
is a clear audit trail.

The use of group email boxes or generic email accounts, such a Gmail or Hotmail, 
should not be used unless no other option.  Where this is the case, e.g. local shop 
owners, the information provided should be password protected.   

3.

5.

6.

4.

Where a retail organisation is requesting data, the requester 
must complete the Retailer Data Request Form. 
If the disclosure is instigated proactively by policing, the 
Police-Retail Data Disclosure Form must be used.

Information shared by police must be 
recorded on the Retailer Data Request Form. 
This process provides an audit trail of what 
information has been shared along with your 
justification, which forms the lawful basis.  

When sharing the data it should be sent to a business email address and to a specific person.

The request must be necessary and proportionate; the justification and proportionality must also be 
demonstrated and recorded. 

The information shared will be the minimum required to meet the purpose.

7.

9.

8.
A counter signature is suggested from a police 
supervisory rank where the information to be shared 
relates to a vulnerable person, or involves a juvenile.  

The requester must agree to the 
handling conditions at point 5 on 
the data request/disclosure forms. 

All the boxes must be 
completed before information 
sharing is considered.

https://nbcc.police.uk/
https://nbcc.police.uk/
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Information disclosed by the police service is protected 
against unlawful reuse by the second data protection 
principle, which prohibits data collected for one purpose 
being reused for another. 

If data disclosed by the police service is needed for another 
purpose, it will be reused only if the new purpose is lawful 
or a lawful exemption applies, and only data necessary and 
proportionate to that new purpose will be used.

It is understood that an organisation cannot comply with a request to limit use of data which is overridden by a 
statutory or common law duty or obligation. However, the reuse will be subject to the safeguards described above.

The information being disclosed is subject to the following handling conditions:

Therefore, please ensure that any use 
or reuse of the data disclosed is lawful, 
compliant with the data protection 
principles and processed using 
appropriate safeguards to the rights 
and freedoms of the data subject.

Undertaking of Lawful Use of Data Disclosed by the Police Service

Common Law Policing Purposes

Common law does not provide the police with an unconditional 
power to engage in any activity that is not otherwise provided 
for by statute. 

It cannot be used in a way that contravenes or conflicts 
with any legislation.  

The Retailer Data Request form is to be used 
by retailers when making a formal request to a 
police force for personal data where disclosure 
is necessary for a policing purpose in the public 
interest, or for a justified legitimate interest of 
the retailer. 

It places no compulsion for a police force to 
disclose the information, but should provide 
necessary reassurance that a disclosure for 
these purposes is appropriate and in compliance 
with the DPA 2018 and the UK GDPR.

Any use of common law powers to share 
information will be compliant with, in 
particular, the Human Rights Act 1998, 
the UK GDPR and the DPA 2018.

It must only be retained by the 
recipient for the period that it is 
necessary to fulfil the purpose 
of this request, then deleted 
(e.g. length of banning order).

It must be kept secure, treated as 
confidential and securely disposed 
of (e.g. shredded or electronically 
deleted from all systems/files).

It will only be shared on a ‘need to know’ basis.

Custody images are not to be used for 
biometric purposes (e.g. facial matching).

Custody images are not to be displayed in 
public or retailer staff areas (i.e. store windows 
or staff notice boards).

https://nbcc.police.uk/
https://nbcc.police.uk/
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National Security Prevention of Disorder or Crime

Public Safety Protection of Health or Morals

Economic Wellbeing 
of the Country

Protection of Rights and 
Freedom of Others

Article 8 of the EU Convention of Human Rights states 
that everyone has the right to respect for his private  
and family life, his home and his correspondence.  

However, this is a qualified right and can be set aside 
by a public authority where it is necessary and 
proportionate in the interests of:

Human Rights

The Process

Where there is a request for information the Retailer Data Request Form (Appendix B) must be completed.
The request form will include the following:

Requester

•	Subject’s details 

•	Police crime reference number

•	The period of time the request relates to

•	Summary of offending leading the request     

•	Purpose for requesting the data 

•	Necessity – how it meets a Policing Purpose 

•	Information requested

•	Justification – why the information is needed

Police

The police will review the data request and if 
satisfied, include:
•	A review to see if the request meets a Policing 

Purpose, which provides the lawful basis to 
share the data

•	Detail the information shared

•	A supervisory signature if the information 
shared relates to a vulnerable person, or 
involves a juvenile

https://nbcc.police.uk/
https://nbcc.police.uk/
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Example A – When Information May Be Shared

Example C – When Information May Not Be Shared

Example B
When Information May Be Shared

Tom Smith, an adult, has regularly been caught 
shoplifting and he is becoming increasingly 
aggressive, these incidents have been recorded 
by the police within crime recording systems. 

The retailer wants to issue Tom a banning 
notice and need his address to write to him. 

Information has been received by a number of retailers 
that Janet Smith has committed various shop thefts and the 
retailer is requesting details of the individual as they are 
interested to know who she is.

An unknown male offender is linked to multiple offences of 
shop theft, some of these have been reported to police.  

There is a good quality CCTV evidence providing a clear 
image of the offender allowing him to be identified.  

His name, age and photo will be 
added to their database to share with 
members of a BCRP in the relevant 
area, so alerting them of his behaviour 
and subsequent banning notice.  

As the offences haven’t been reported 
to police the request does not meet 
the criteria, so the request is denied.

The retailer wants to know his name 
so that they can link further offences 
to collect evidence to support a police 
investigation.

Example of When Information Can Be Shared

https://nbcc.police.uk/
https://nbcc.police.uk/


National Business Crime Centre

Flow Chart For Data Sharing

Retail Data Request Form

Police-Retail Data Disclosure Form

Supporting Data Protection Considerations (to follow)

Appendix 1

Appendix 2

Appendix 3

Appendix 4

Appendices

https://nbcc.police.uk/
https://nbcc.police.uk/
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